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"ANTIFRAGILE by Nassim Nicholas Taleb Changed my view of
how the world works"

Just as human muscles get stronger when subjected to stress and
tension, many things in life benefit from disorder, volatility and turmoil.
What Taleb has identified and calls antifragile are things that not only
gain from chaos but need it in order to survive and flourish. Taleb is also
the author of another best seller “Black Swan”. A Black swan (typically a
rare event) is something so unexpected that there is no way someone
could predict it. A White Swan is something almost certain to happen.
For our understanding purposes we can consider current COVID-19
pandemic as a Black Swan but Taleb says it is actually a White Swan (as
few people predicted this kind of outbreak, but probably not at the scale
that we are currently seeing). The book Antifragile is the blueprint for
living in a Black Swan world.
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Probability and negative impact of a single
nonrecurrent swan incident versus recurrent
incidents. The swan is an outlier

Taleb's definition of a Black Swan synced perfectly with the global financial crisis of 2007-2008: 
 
"First, it is an outlier, as it lies outside the realm of regular expectations, because nothing in the past can convincingly
point to its possibility. Second, it carries an extreme 'impact.' Third, in spite of its outlier status, human nature makes us
concoct explanations for its occurrence after the fact, making it explainable and predictable."

Black Swan effects are necessarily increasing, as a result of complexity, interdependence between parts and
globalization. The world is getting less and less predictable, and we rely more and more on technologies that have errors
and interactions that are harder to estimate, let alone predict.
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FRAGILE ROBUST ANTIFRAGILE

In this VUCA world (Volatility, Uncertainty, Complexity and Ambiguity), organizations, teams/people, processes, systems
(IT systems in this context) must be antifragile to bounce back and move forward.  Before we delve into the details of
how antifragility can be applied in the IT industry, first lets ‘understand what Taleb calls a ‘Triad’ - Fragile, Robust and
Antifragile.

A thing or system which breaks at
stress. 

 
Fragile wants Tranquillity.

A thing or system which bears the
stress but does not break. 
 
Robust doesn’t care too much
about the stress.

A thing or system which not only
survives at stress but flourishes
and gets better. 
 
Antifragile grows from disorder.



ORGANIZATIONS

ORGANIZATIONS

4

Don’t put theories into practice. 
Create theories out of practice.

LEADERSHIP

VISION

AGILITY
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To obtain 'Antifragility' is to build the capability to not just
survive but thrive when put under stress and volatility.
 
To cope with sudden and dramatic change, companies
need to be agile and antifragile. That’s never been truer
than today, as we try to respond to the changes brought
about by the coronavirus pandemic. Paradoxically, to
achieve genuine agility and antifragility, companies first
must commit themselves to stability. A foundation of
organizational stability is what provides people with a sense
of confidence, security and optimism during the times of
disruptive change in the workplace, which, in turn, allows
them to keep calm, act rationally, and adapt effectively as
the situation evolves.
 
An organization that is antifragile doesn't seek to mitigate
risk or volatility.  It welcomes it. It not only enhances when
subjected to this volatility but gets an even wider
competitive advantage as its competitors are affected.
 
Organizations need to make sure they hire antifragile
people who will thrive in this environment. Giving your
employees autonomy, purpose, and the opportunity to
learn and master new skills is what stops them from

quitting, thus increasing the antifragility of your
organization.
 
Taleb wants people and the organizations they work
for “to be able to withstand unexpected change, and to
actually thrive on uncertainty.” Taleb demands that we
recognize Black Swans are impossible to predict so we
should stop trying. Instead, work harder to expose
vulnerabilities in our data, systems, and thinking that
may fail to forecast future Black Swans. Find the holes,
fix them, look for more.
 
Taleb’s famous remedy is not more regulation (that’s a
white swan) but self-regulation; not to run from flames
but to wrap our companies in inflammable fabric; to
create what he calls a “black swan robust” society, to
withstand events like disasters or pandemics. 
 
Crises and major disruptions are not an abrupt
departure from what anti-fragile organizations do
continuously - solve problems. Rather than being
controlled through rigid command structures,
employees at all levels needs to be trained every day to
be quick problem-solvers.
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Organizations seeking longevity and wishing to prosper in today's volatile world needs "nimbleness" more than any
other virtue. An organization needs to be extremely flexible and nimble footed to survive and grow in this century.
While "core competence" was the mantra few decades back, in the current globalized world, an organization needs to
be built in a modular and flexible manner. Course correction to benefit from 'Black Swan' events becomes possible
when structures are modular and nimble. While being anti-fragile is a utopia, being flexible and modular is a necessity
in today's dynamic and volatile world, for survival and prosperity.
 
The VUCA world brings tremendous complexity everyday – so organizations must be mindful of not creating mountains
of internal complexity and keep a shared commitment to simplicity.
 
Organizations must transform from fragility to antifragility by moving from VUCA (Volatility, Uncertainty, Complexity
and Ambiguity) to VUCA Prime (Vision, Understanding, Clarity, Agility). VUCA Prime  is a  behavioural
leadership model, first introduced in 2007 by Robert Johansen, to counteract each of the four elements of VUCA with a
specific positive response.
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Vision

Understanding

Clarity

Agility

Understanding reduces Uncertainty
 
when uncertainty is encountered, explore and
experiment in order to increase understanding of
external  political, economic, social, technological,
legislative and environmental factors.

Agility overcomes Ambiguity
 
When the future contains multiple alternatives, one
should be ready to adapt the approach to match the
desired outcome.  Organizational agility  is simply
achieved by adopting the practice of collaborate,
deliver, reflect and improve against agreed metrics.

Vision rises above Volatility
 
When conditions are changing unpredictably, leaders
should keep focused on the desired target state and
vision. The vision should be a compelling picture of the
future that aligns stakeholders around the purpose of
the transformation, the scale of the ambition and the
nature of the benefits.

Clarity counters Complexity
 
When faced with the unknown and unpredictable
conditions that can only be understood in hindsight or
retrospect, learn to simplify where possible as clarity
informs decisions and decisions enable execution.
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TEAMS 

TEAMS 
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PEOPLE

Tough times don’t last. 
Tough people do!



When presented with a complex set of social, environmental, and
economic challenges... people will rely on their increased digital
connectivity for work, shopping, recreation, relationships, and other
needs, the true definition of transcending a medium by moving beyond
the 'physical' to the 'virtual'. As employees increasingly interact with
technology from their homes, its user-friendliness, design and utility
become an even more crucial driver of productive work. 
 
When people come together in teams their motivation levels will to a
large extent dictate how they collaborate and work towards the larger
goals. 
 
If team members are aligned and motivated, then the team becomes
superadditive (superadditive sequences are those that add up to more
than their sum). Collaboration happens and (often) leads to innovation.
In the long run these teams are antifragile. They don’t fall apart when
trouble hits, they find solutions and come out stronger. But if there is
misalignment, then those teams become subadditive and end up doing
more damage than good or simply fall apart and achieve far below their
capabilities.

9

Antifragility is beyond resilience or robustness. The resilient
resists shocks and stays the same; the antifragile gets better.
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Create a culture of mutual respect

One of the important things successful teams have is mutual respect for each and every team member. To
reinforce this, teams ensure that the culture of mutual respect is created and reinforced through timely
recognition of contributions by each team member.

Appreciation of adherence to core values

Taleb mentions in his book that 'You may never know what type of person someone is unless they are given
opportunities to violate moral or ethical codes.' When recognition reinforces the core values the
organization lives by, the choices made by team members under pressure are guided in the right direction.

Promote collaboration over self-promotion

Antifragile teams promote collaboration over self-promotion and building on the culture of mutual respect,
roles and designations don’t dictate interactions – alignment towards a common goal does.

Recognition to boost employee motivation

Building a strong culture of recognition has a massively positive impact on motivation of team members.
Recognition at the right time for doing the right thing helps reinforce the culture of respect and adherence
to core values when the going gets tough.

Key practices to encourage Teams to become Antifragile

10
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PROCESSES

PROCESSES

Antifragile is where the process benefits or gains from
volatility, diversity and error. The process is not indifferent

because it can respond; it can take advantage of the
conditions to grow, expand and improve.

AGILE

DEVOPS



The crucial distinction between agility and antifragility
focuses on differentiating between adaptation, which
focuses more on adjusting to conditions, and evolution,
which focuses more on developing from conditions.
 
While agility involves responding to change (per the Agile
Manifesto), antifragility involves gaining from disorder (per
Taleb); and while agility emphasizes embracing change
through inspecting and adapting, antifragility emphasizes
embracing chaos or randomness through adapting and
evolving!
 
Antifragility stems from volatility. In our world of
Information Technology, this translates to incomplete
requirements, frequent and ongoing changes, and lots of
variations and exception handling. To cope with all these
volatilities, you can consider using the agile
methodologies and processes.
 
The application of DevOps principles can build an
antifragile organization. By focusing on the key metric of
time-to-value, and applying DevOps principles, the
business will experience positive changes such as faster
delivery, increased responsiveness, improved quality and
reduced cost.

In addition, staff will be more engaged as more of their
work is adding tangible value. DevOps is not just about
implementing automation tools or applying a pre-defined
methodology. The reason why DevOps works is that,
instead of attempting to constrain volatility in an
unnatural and harmful way, DevOps embraces and makes
use of disorder, randomness, and, ultimately
impermanence.
 
A culture change is required to embrace the DevOps
mentality. Silos between the business, development, and
operations must be broken down. Identifying repeatable
processes and completely automating them are required.
The more agile a system is the more it must rely on
automation.
 
Continuous deployments  to a production environment
create  continuous partial system failures and forces
organizations to react better to failures through
redundancy, rolling upgrades, rollbacks, and avoiding
single points of failure. Other techniques such as canary
release and blue-green deployments  are used to reduce
the risk of introducing new software into a  production
environment. Some other methods such as A/B testing
even allows experimenting with change and measuring
its effect, in order to gain from change.

12
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Adoption of Agility and Antifragility
requires applying these key principles:

accelerate the delivery of work from Development to Operations to our
customers.

The principles of Flow

enable us to create ever safer system of work.

The principles of Feedback

foster a high-trust culture and a scientific approach towards organizational
improvement as part of our daily work.

The principles of Continual Learning & Experimentation
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Unlike fragile or robust systems, antifragile systems learn
from events with negative impact on how to adjust

themselves and become stronger in a changing world.
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SYSTEMS

SYSTEMS

INFORMATION TECHNOLOGY

Wind extinguishes a candle and energizes fire. Likewise, with randomness, uncertainty, chaos: you
want to use them, not hide from them. You want to be the fire and wish for the wind.
 
Building antifragile software is about applying techniques that help you manage the necessary
change that will be applied to your software going forward, without over-designing your software for
change and reducing your productivity.
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In order to build anti-fragile systems, we really need to proactively identify weak components. We might have a system
which would be running smooth but not necessary that it is anti-fragile.  Fragile systems do work well unless there is a
big blow to its normal operations. Hence it is very important to proactively keep identifying the weak components.
 
A vulnerability in a man-made system can be a flaw in the design, a bug in the implementation, or a mistake in the
system’s operation or management. Any complex man-made system has vulnerabilities. Coincidental errors and
malfunctions, as well as hostile and targeted attacks, exploit vulnerabilities to cause failures leading to extreme global
behavior such as unplanned system downtime. Malicious software, or malware, can exploit vulnerabilities and cause
information leakage. 
 
The observed fragility of complex IT systems to prolonged downtime and malware infections demonstrate the need for
better system design, implementation, operation, and management. The many interactions between the adaptive
entities in the systems create a highly non-linear and time-varying relation between the input and output that makes it
nearly impossible to predict extreme global behavior. Hence, we need non-predictable techniques to create complex
adaptive IT systems. 
 
Taleb’s work suggests that we should develop and operate so-called anti-fragile systems characterized by two important
properties: 
 
First, an anti-fragile IT system fails early with a small, local impact to break positive feedback loops before they can create
extreme global behaviors. Second, the prevention of extreme global behaviors allows stakeholders to learn from small-
impact incidents about new vulnerabilities caused by changes in the system and its environment. The vulnerabilities can
then be mitigated to avoid future extreme behaviors. While organizations with anti-fragile systems must accept and
learn from failures, they also need to focus on building trust with users to maintain and increase their user base.
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Kjell Jorgen Hole’s book Anti-Fragile ICT Systems illustrates that systems demonstrating high
levels of antifragility have the following properties:

MODULARITY

Consisting of separate, linked components. The first step to
avoid propagating local failures in networked computer
systems is to modularize the systems at both the hardware
and software levels.

DIVERSITY

The ability to solve a problem in more than one way with
different components.

WEAK LINKS

A low level of interconnectedness between components. A
weak link can be compared to a circuit breaker that protects
an electrical system against excessive current.

FAIL FAST

Extensive testing and incremental development to
determine whether an idea has value.

REDUNDANCY

The presence of more than one component to cope with
failure. Two examples illustrate the redundancy principle.
First, when a virtual machine  fails in a cloud-based system,
an identical instance is started automatically. Second, a
critically important system should have at least one
secondary backup system that runs in parallel with the
primary system to ensure a safe fallback.

REACTIVE

This is an era of reactive systems. The systems which are
fault-tolerant and self-healing. Whenever you are thinking of
building distributed systems, think about how the system
would react in case of failure. Does it provide high
availability? Is there any data loss? Is there any
communication loss? Think about these paradigms while
designing the solution.
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Microservices

Automation
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APPLICATION ARCHITECTURE &

AUTOMATION



When you build bigger systems, they are more fragile, they are less adaptable to change. They might seem to work
for some time but might fall at stress. So, think about breaking down the problem definition into smaller chunks.
Microservices  are the great means to achieve —  Low coupling and High cohesion!  Microservices have certain
characteristics that make them ideally simple and at the same time flexible enough to handle the different
demands of various stressors that we may choose to optimize for. At the same time, Microservices encourages a
level of fine granularity that supports evolving parts of a system in relatively isolation, giving a real opportunity to
optimize for simplicity and antifragility. A system that doesn’t just adjust but improves based on the  stressors it
encounters. This is where microservices provides the foundation of antifragile software systems.

For a system to achieve anti-fragility to a class of negative events, stakeholders must monitor the operation of the
microservices, especially their outputs, and detect anomalies. While information technology (IT) departments know
how to monitor monolithic applications with single executables, it is more challenging to monitor applications of
microservices running in clouds and communicating over network connections. Since a solution may fail even
though all its microservices work according to their specifications it may be necessary to trace the communication
between services to understand why a particular service received input values for which it was not designed.
Furthermore, there are many network connections where latency could cause intermediate problems. Hence,
sophisticated monitoring of a large number of microservices and their communications is needed to detect
anomalies, determine failures, and create anti-fragile solutions.
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It is recommended to start off your Automation journey with Proof of Concepts (PoCs) and Pilots to ensure the right
processes are selected for automation (absolutely critical ones) and that there is a viable and proven business case
for automation. Some degree of perseverance is required: you must be willing to cut loss if the results of your PoCs
and Pilots are unfavourable; yet it is vital for you to stay the course in order to reap the eventual benefits.
 
After deploying the automation scripts into production, it is not the end of it, you will still need a plan B to your
digital workforce. This might mean ensuring that your automated processes are properly documented, maintaining
the currency of your processes’ Subject Matter Experts (SMEs), having additional and alternative processing
capacities, etc. We should expect some of the automation scripts already in production to fail. This could be due to
improper design in the first place or the selection of the inappropriate tool. However, this need not be a bad thing.
Rather than condemning and writing off entirely, you should embrace these failures and take the opportunity to
strengthen your automation framework, thus making your digital workforce more antifragile.
 
Ultimately, you should view Automation as an additional option you can leverage on to achieve your organization’s
goals such as greater productivity and reduced costs.
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Cloud

Kubernetes

Chaos Engineering

INFRASTRUCTURE

MANAGEMENT &

CHAOS ENGINEERING

Complexity and chaos theories dictate that complexity and order will foster a
certain degree of vulnerability. Complexity theory also demonstrates that within
enough disorder, a type of spontaneous organization will eventually emerge.
This is at the core of antifragility and, too, is the core of self-organizing systems.
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Cloud computing platforms utilizing virtualization technologies greatly
facilitate the creation and maintenance of antifragility compared to traditional
datacentres without virtualization technologies. In the very competitive world
of cloud, keeping your options open, and building with optionality in mind,
taking an approach that embraces containerization and cross environment
orchestration and control, is a good position to be in.
 
A cloud computing platform enables ubiquitous, convenient, on-demand
access to a shared pool of configurable computing resources such as CPUs,
networks, memory, and databases that can be rapidly provisioned and
released with minimal management effort or service provider interaction.
Virtualization technologies are used to abstract the resources for applications
& end-users. The availability of a cloud-based IT system is measured by the
percentage of time it is accessible to users. A complex IT system is fragile to
downtime if its availability is unacceptably low to some stakeholders, robust if
the availability is acceptable to all stakeholders, and anti-fragile if stakeholders
or the technical system itself learn to maintain an acceptable availability as
the system and its environment change.

Increasing the frequency of failure reduces its uncertainty
and the likelihood of an inappropriate or unexpected
response. Each unique failure can be induced while
observing the application. For each undesirable response
to an induced failure, the first approach can be applied to
prevent its recurrence. Although in practice it is not
feasible to induce every possible failure, the exercise of
enumerating possible failures and prioritizing them helps
in understanding tolerable operating conditions and
classifying failures when they fall outside those bounds.
 
Chaos Engineering is the discipline of experimenting on a
distributed system in order to build confidence in the
system’s capability to withstand turbulent conditions in
production. Chaos Engineering would help you generate
randomness in your system and can help identifying
weak components.

One of the Kubernetes advantages is the ability to scale up or down depending on special circumstances e.g. resources usage using cluster-
autoscaler  which adjusts the number of nodes also including deletion of underutilized nodes. In terms of autoscaling on the application
layer, we can use Horizontal Pod Autoscaler which automatically scales the number of Pods based on resource utilization or custom metrics.
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CLOUD CHAOS ENGINEERING

KUBERNETES
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BIG DATA

ANTIFRAGILE
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An organization cannot be completely data-driven and antifragile at
the same time. This is because the premise of a 'Black Swan' is
something which cannot be indicated or predicted by data. To
pursue antifragility is to scoff at the notion of forecasting and
predictive analytics. A data-driven organization is one which
proceeds to mitigate risk and uncertainty through information.
When we try to maximize the efficiency of our processes, we must
understand that we are doing so in reference to the situation at that
point of time. The drawback is that sometimes maximum efficiency
allows for decreased flexibility - as a result, changing the situation
can render the current process useless.
 
Taleb in his book goes through the abundance of data, big data, to
demonstrate how such an overwhelming quantity of data  means
more information, and “the rise of noise”. The more frequently you
look at data, the more noise you are dis-proportionally likely to get,
rather than the valuable part, called the signal; hence the higher the
noise-to-signal ratio. And there is a confusion which is not
psychological at all, but inherent in the data itself.
 
This is big data’s variety. Data was once defined by what we could
store and relate in tables of columns and rows. A world that’s
digitized ignores those boundaries and is instead full of both
structured and unstructured data. That creates a very big problem
for systems that were built upon the old definition, which comprise
just about everything around us. Suddenly, there’s data available
that can’t be consumed or generated by a database.

We either ignore that information or it ends up in places and
formats that are unreadable to older systems. Gone is the ability to
correlate unstructured information with that vast historical (but
highly structured) data. When we can’t analyze and correlate well,
we introduce instability into our world. We’re missing the big
picture unless we build systems that are flexible and don’t require
reprogramming the logic for every unexpected (and there will be
many) change.
 
The important value added from the “big data” is that, the bigger
the overall assemblage of data, the larger the small subsets that can
be mobilized to help validate the better and more complex models.
This adds a wrinkle to the structure of demand for the data, for both
good science and the bad. We need to think through the model
carefully and ask what kind of additional data is needed, for
validating which aspects of the models. This may call for A/B testing,
or simply focusing the attention on subsets of data that can be
collected without experiments. But simply bigger data is not the
answer: what aspects of the model do you want to check out, and
what kind of data do you need? But this demands more than a
simple story telling built around the big story. You need the nuance,
to appreciate why some data is more valuable than just having
more data.
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Antifragile
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The rate of change in technologies is always at a rapid pace. Programming
languages, operating systems, servers that we had earlier, all have gone
through transformational changes over time. We rapidly tire of what we
have, continuously searching for versions 2.0 and similar iterations. So,
when you upgrade, you feel a boost of satisfaction with changes in
technology. But then you get used to it and start hunting for the new new
thing. These impulses to get new things that will eventually lose their
novelty, particularly when compared to newer things, are called treadmill
effects.
 
We may be trained to think that the new is about to overcome the old, but
that’s just an optical illusion. Because the  failure rate  of the new is much,
much higher than the failure rate of the old. When you see a young child
and an old adult, you can be confident that the younger will likely survive
the elder.
 
Yet with something non-perishable like a technology, that's not the case.
 
There are two possibilities: Either both are expected to have the same
additional life expectancy, or the old is expected to have a longer
expectancy than the young. In this situation, if the old is 80 and the young is
10, the elder is expected to live eight times as long as the younger one.



But it looks like, although we don’t incur the same treadmilling techno-
dissatisfaction with classical art, what ever we do not put in the category of the
technological. It so happens that whatever is technological happens to be
fragile.
 
The first step towards antifragility consists in first decreasing downside, rather
than increasing upside; that is, by lowering exposure to negative Black Swans
and letting natural antifragility work by itself.
 
Antifragile cherishes 'Optionality': the ability to do something if it benefits you
without the obligation to do it when it doesn't benefit you. You don't need to
predict what will happen in the future, provided that you have placed your
bets so that you incur a small fixed loss but in return you have the chance to
make a large gain. And because you have an option, not an obligation, if it
goes wrong you get to walk away. You never suffer a large loss. When losses
are certain but small and gains uncertain but large, a trial-and-error approach
will in the long term bring more than survival: it will bring success. So,
Antifragility depends on the ability to choose something rationally based on
the asymmetry (profit and loss (or) pros and cons) that the option provides.
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Antifragility can be applied to lot of real time scenarios. There are good articles on the internet which talks about the
application of antifragility in different streams of life. In this e-book I tried to collate all the information which is applicable
to the Information Technology Industry. 
 
Curiosity is antifragile, like an addiction, and is magnified by attempts to satisfy it – books have a secret mission and
ability to multiply. So, to get deeper understanding of Antifragility, I recommend you all to read the great thoughts
provided by the modern-day philosopher Taleb’s Incerto series (Fooled by Randomness, Black Swan, Antifragile, The bed
of Procrustes, Skin in the Game)

The Antifragile, and only the Antifragile will make it!!

27
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